NOMBRE: UNPACKME_1337 EXE CRYPTER 1

~  Programa UnPackMe_1337 Exe Crypter 1

~ 2 Version
>+ Herramientas

P Compilador OLLYDGB - PUPE

~_ Objetivos VISUAL C++

~_ Cracker UNPACK /
Solid

Open your target in Olly, it seems to be a standard VB app:

T &5 SC1640EE |FUSH UnFackMe, BOAB1EGE P
HE4E14F%| . ES FAFFFFFF L <JHP. &MSUBUNGE, #1601 bk
GE4A14FE| . @EeE AODD EYTE FTR DS:[EAXI, AL
GE4A15E0| . EE8E AODD EYTE FTR DS: [EARXI, AL

press RUN (F9) and see what happen:
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Fecha: 15-10-2007

UnPackMe_1337 Exe Crypter 1.exe - Error de aplicacion x|

Q

5e ha producido la excepcidn unknown software exception (0x80000003) en la direccian
0xFc839595,

Haga clic en Acepkar para finalizar eske programa
Haga clic en CAMCELAR. para depurar el programa

Aceptar l

Cancelar J

Close ollydbg and app is still running, it seems like 2 processes are running or something like this, just open PUPE and

check running processes:

(LU W Eo ) e [ S T [ j I FiasesEy 1 TLA 1 ] M= 1 riedus ] ranggu :
pLIpE. exe Q0000sE0 Q0000000 Q00000 Marmal §
drtzn32 exe Q0000BES 0000000 Q000000 Mormal
tmptmp NPT f— (ATt 7 Q00o00Fo 00000000 Q00000 Mormnal
shagpriv. exe Q000037C 00000000 Q0000002 Marmal
tzchelp exe Q0000E 3C 0000000 Q000000 Mormal  —
shagit32 exe Q0000CES 0000000 Q0000005 Mormal
atirnrd s ye ANO00C28 AN ANNO000S I Aeral

let’s check this, open target again in Olly, and set a BP on CreateFileA, first stop land here:

GeBECEDF | pCALL o CreateFileR From HMSUBWUMeE. 6eBECEDL

BE1ZFF30] B012F R4 [FL[EH:NE = "CiwDocuments and Settingsssolid~EscritoriosUnPackMe_1337 Ene Crupter l.ede™

BA12FF24| CHEBAEAEEEA|| Access = GEMERIC_READ!GEMERIC_WRITE

BE12F738| BAoEEA0E3(] ShareMode = FILE_SHARE_RERD!FILE_SHARE_WRITE

BE12FFIC| 8al2F7ed(| pSecurity = BE1ZFTE4

BE1ZFF40| BoBEE0E4 (] Mode = OPEM_ALWAYS

BE1Z2F744]| BOEEEEEE(] Attributes = MORMAL

BE12F748| BAoEEA0EE|(LhTemplateFile = HULL

untill you see the tmp file:

BA12F7FE
el ] N e

EEHECEDT
BE12F24C
CEaaaaaa
BEEAAAES
BE12F2EC
BRBAAAES
[alslslalalsi=n]
BEEAAEEA

CALL o CreateFileR from FSUBUMER, SEBECEDL
FileMames = *C:~NIHDOWNSStmp. tmp. tmpl™

Aococess = GEMERIC_RERD GEMERIC_WRITE
Sharefode = FILE_SHARE_READ:FILE_SHARE_WRITE
pSecurity = BE1ZFEEC

Mode = OPEH_ALWAYS

Attributes = MORMAL

hTemplateFile = MHULL

AERARALSE

ok, this is all whe need to know, so, close olly now, go to path c:\windows and find the tmp.tmp.tmp1 file:

Direcridn |55 CAWINDOWS

V| Ir
MNambre - Tamafio | Tipo Fecha de modificacion ]
IE] ktabletoc.log 27 KB Documento de kexto Zz2fnrizony 2317
TASKMAR, EXE 16 KB  Aplicacisn 24/08(2001 07:00
Emp.tmp. trmpl 405 KE  Archivo TMPL 15/10f2007 23:45
IE] ko, log 247 KB Documento de bexto ZZI07IZ2007 2317
[ RS it et} b e D T
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too big !, change the name to .exe:

uuuuuuuuuuu o — e

(o
[ 1askman.ExE

16 KE |
[Etmp.trp.tmpl.exe | 405 KE
=] tane lnn 24 KE S

you can see the icon now !!!l, just double click on it:

hitp:ffwww.tutsdyou.com/

A

1337 Exe Crypler 1 UnPackMe
If wou unpack it please write a tukorial and mail it to:

teddyrogers@utsdyou, com

amazing !!! - open it with olly and you can see, we have the right file:

- [CPL - main thread, module tmp_tmp_]

File Wiew Debug Plugins Options Window Help
ST = =TT
B x| wn| wijsif ¥4 | i L[E|M|T|W/H|c|/|K|B|R|..|s| iZ|iE]|?]
DHEDEEE &
BE427 1 EA B FUSH EEF A
BE4271B1| . SBEC Mol EBF, ESP s
88427 1B3 &H FF FUSH -1
BE4271BE &8 SEBE4EEE | FUSH tmp_tmp_. B8458ECE
BE4271BA &8 CE924288 |PUSH tmp_tmp_. 004292038 5E handler installation
BE4271BF Ed4:Al @EEEGEE MOL ERX, DWORD PTR FS:[@]
BE4271CE E& FUSH ER:A
BE4271CE &1 23925 OEEO MOY DWORD PTR FS:[@1,ESP
BE4z271C0 83C4 AZ ROD ESF, -58
BE427106 E3 FUSH EB:=
88427101 =18 FUSH ESI
BE4z2710z =rs FUSH EDI
BE4z27103 8965 ES MOU DWORD PTR SS5: [EEP-121,.ESF
BE427106 FF1E DCBA4581 CALL DWORD PTR DS:[L&KERMELZZ.Getlerzicl kernel22.GetlUesrsion
Ba42710C 2302 ®OR EDX, EDH
BE42710E SA04 MOL DL, AH
T T e Rt R ":H-‘-’rﬁmq Ve T . o —

ok. There’s nothing to unpack.

Thanks to all CrAcKsLatiNoS members, tutsdyou members, and thank you for reading this tut.

solidreverser@gmail.com
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